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Abstract 
he advancement of technology and expansion of communications and 

information tools, have created a suitable base for pornography in 
cyberspace. Due to lack of a proper defence ability, recognition of existing 
opportunities and threats in the web environment, profiteers have turned towards 
child pornography. This has been followed by various efforts of different players 
on the basis of human rights towards the protection of children in this article we 
attempt to highlight some of the actions that have been taken in this regard at 
international, regional and national levels, and find out how much more it is 
possible to reach a common protection framework in view of different reactions. 
Keywords: child pornography, national action, international action, 
nongovernmental organizations, systematic laws. 

 
Introduction 
Child pornography means any representation, by whatever means, of a child 
engaged in real or simulated explicit sexual activities or any representation of 
the sexual parts of a child for primarily sexual purposes.1

 

In today’s world, technology causes the facilitation of the opportunity to produce 
content even at individual levels and subsequently easy access of the audience, 
has created new and more complex forms of pornography in the recent years. 
This has boosted the dangers of the occurrence of forms of sexual abuse and 
exploitation of children and it has further drawn the attention of different human 
rights activists and organizations. 
The existence of changes alongside the highlighted threats, has doubled the 
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attention to the issue and methods to combat 
it. First in this article we review the three 
main child protection against pornography 
documents. These documents present an 
overall picture of the international and 
regional protective order on the subject of 
discussion. This will be followed by the 
procedure of countriesthatincludethe United 
States of America, Japan and Malaysia in the 
protection of children against pornography 
in order to determine the measures of 
countries and the differences among them 
for the reader of this article. Following the 
determination of the protective measures 
gap of countries with each other, in the third 
part of this article, the two subjects of the 
adoption of systematic laws and the role of 
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NGOs will be discussed. These are matters that can to an extent reduce the 
existing gaps among various legal systems. 

 
١ – International and Regional Documents 
Three main and effective documents exist on the protection of children against 
pornography. Through presenting definitions and specific frameworks, these 
documents mandate states to implement laws and programmes to help children 
and their families. 
١٫١ Optional Protocol on the Rights of the Child on the Sale of Children, 
Child Pornography and Child Prostitution 
While the Convention on the Rights of the Child covers a vast area of human 
rights, the Optional Protocol of this Convention, only concentrates on the sexual 
exploitation of children that include pornography. 
The document contains an introduction (11 paragraphs) and 17 articles. In the 
introduction, in order further to achieve the purposes of the Convention on the 
Rights of the Child and the implementation of its provisions, States Parties 
should undertake in order to guarantee the protection of the child from the sale 
of children, child prostitution and child pornography, and the right of the child to 
be protected from economic exploitation and from performing any work that is 
likely to be hazardous or to interfere with the child’s education, or to be harmful 
to the child’s health or physical, mental, spiritual, moral or social development.2 

Article 2C states that Child pornography means any representation, by whatever 
means, of a child engaged in real or simulated explicit sexual activities or any 
representation of the sexual parts of a child for primarily sexual purposes. Article 
3(1)(c) states that taking pictures of the bodies of children for profiteering must 
be covered in the criminal laws of states. The Convention calls for member states 



 
 
 
 

 
 
 
 
 

 
The Convention on the 

Protection of Children against 
Sexual Exploitation and 

Abuse is another important 
document which through 
the criminalisation of the 

subject (Article 20(2))  
and the punishment of the 

perpetrators via international 
cooperation (Article 38(1)) in 

protection of children 

to recognise these individuals as criminals 
in accordance with their domestic laws. 
(Article 3(4)). 
١٫٢ The Convention on Cybercrime of 
the Council of Europe (Budapest 
Convention) 
The Convention on Cybercrime of the 
Council of Europe has  been  compiled in 
accordance with the Convention on the 
Rights of the Child and its Optional 
Protocol. This document, concentrates 
some important aspects in the fight against 
cybercrimes. Each Party shall adopt such 
legislative and other measures as  may be 
necessary to establish as criminal 
offences under its domestic law, when 
committed intentionally and without 
right, the following conduct: producing 
child pornography for the  purpose  of  its 
distribution through a computer system; 
offering or making available 

child pornography through a computer system; distributing or transmitting 
child pornography through a computer system; procuring child pornography 
through a computer system for oneself or for another person; possessing child 
pornography in a computer system or on a computer-data storage medium.3 

Each Party shall adopt such legislative and other measures as may be necessary 
to ensure that the criminal offences established in accordance with Articles 2 
through 11 are punishable by effective, proportionate and dissuasive sanctions, 
which include deprivation of liberty.4 And on the other hand through defining 
keywords such as the definition of term “minor” (Article 9(3)) and pornography 
(9(2)) efforts have been made in the creation of commonalities in the protective 
system in mind of the Convention. 
١٫٣ Convention on the Protection of Children against Sexual 
Exploitation and Abuse (Child Protection Convention) and EU Directive 
on Combating the Sexual Abuse and Sexual Exploitation of Children and 
Child Pornography The Convention on the Protection of Children against 
Sexual Exploitation and Abuse is another important document which through 
the criminalisation of the subject (Article 20(2)) and the punishment of the 
perpetrators via international cooperation (Article 38(1)) in protection of 
children. This Convention stresses on the joint responsibility of states (Article 
26(1)) and asks states to deem  the following as crimes, producing child 
pornography, offering or making available child pornography, distributing or 
transmitting child pornography producing child pornography for oneself or 
for another person, possessing 



 
 
 
 

 
child pornography, and knowingly 
obtaining access, through  information  and 
communication technologies, to child 
pornography. 
On 13 December 2011 this Convention was 
updated by the European Parliament and 
the European Council though the Directive 
(2011/93/EU) of the European Parliament 
and of the  Council  of  13  December 
2011 on  combatting  the  sexual  abuse 
and sexual exploitation of children and 
child pornography, and replacing Council 
Framework Decision 2004/68/JHA. 
Alongside the Convention, the EU Directive 
on Combating the Sexual Abuse and Sexual 
Exploitation of Children and Child stresses 
on the role of the internet in today’s world 
and its acceptance as an undeniable reality, 
calls states to take necessary measure to 
prevent exploitations of this technology 
towards children. (Articles 6 and 25) 
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2. National Measure of Countries 
National laws and actions are adopted in view of the economic, social and 
cultural capacities of a country.5 As a result, if they properly understand the 
needs of society, they will reach their goals through the collective participation 
of the government, people and national institutions. 
2.1 The United States of America 
In general, the Federal Government’s protection of children against exploitation 
basis is the establishment of a balance between the responsibilities and liberties 
of parents, and the duties of the Government towards children and on the basis 
of Federal Law framework. When parents are unable to protect their children 
or not interested in doing so, the government acquires the right to protect them. 
On this basis, through policies and legal measures, investigations and 
prosecutions, provision of services to victims alongside publicity and 
information dissemination activities, the Federal Government protects child 
victims or children who are threatened by pornography. 
In the United States, pornography is one of those crimes where the perpetrators 
receive heavy punishments. If an individual comes across a website with 
criminal content, in the initial step he or she can report the crime to local law 
enforcement authorities, and then to national institutions. The report can be give 
via a telephone call and or online.6

 

Alongside these measures Innocent Images Initiative is another measure taken 



to combat child pornography and sexual exploitation on the internet. This action 
which was part of the FBI Cyber Division reviews and analyses various case 
files data and information, in order to stabilise the presence and deterrence role 
of the police on the internet. 
In 2004, the FBI set up the Endangered Child Alert Program (ECAP) in order to 
provide an extensive protection of individuals who might fall victim to abuse. In 
this Program the FBI gets the help of national and international mass media to 
show the faces of known child pornography criminals to the general public and 
prevent their further criminal activities. This also helps the apprehension and 
pollicisation of these individuals.7

 

2-2 Japan 
Many children in Japan are threatened by sexual exploitation.8 In this country 
sexual exploitation means “violation of the fundamental rights of children which 
includes sexual exploitation of children by adults where the child is treated 
like a sex object.” (World Congress against Commercial Sexual Exploitation 
of Children Declaration and Agenda for Action: 1st World Congress against 
Commercial Sexual Exploitation of Children (1996), Para. 5) 
In 1999 the Act on Punishment of Activities Relating to Child Prostitution and 
Child Pornography, and the Protection of Children was adopted in the country. 
In 2004 this Act was reviewed for the first time and points such as punishments 
for the perpetrators became heavier. In 2014 the second draft legislation on the 
amendment of the said Act was adopted under the heading of the Act on 
Regulation and Punishment of Acts Relating to Child Prostitution and Child 
Pornography, and Protection of Children, and this time punishment was set for 
any form of control over children regardless of intent. In this Act, complementary 
regulations for the protection of children against new technologies in the 
communications world in areas such as animation, games, specific Japanese 
comics, and other similar instances where children are sexual tools for the 
fantasies of the creator, were all set. 
2-3- Malaysia 
In Malaysia the protection of children’s rights is on the basis of domestic laws 
and joining the Convention on the Rights of the Child and its Optional Protocol 
on the Sale, Prostitution and Pornography of Children. Nonetheless, there are 
laws which cover all the forms of the subject under the sexual offences, obscene, 
indecent and offensive material heading. 
Printing Presses and Publication Act 1998 (PPPA), the Film Censorship Act 
2002 (FCA), and the Penal Code prohibits obscene and offensive materials in 
relation to printing and film, whereas indecent, obscene and offensive contents 
are governed by the Communication and Multimedia Act 1998 (CMA). 
However, it is unfortunate that Computer Crimes Act 1997 (CCA) does not 
address this particular issue since child pornography is considered as a computer 
crime against children online. 9 

Beside these rules, Sexual Offences against Children Act 2017 law is aimed at 
protecting children aged 18 and below from sexual crimes which is in line with 



the Child Act 2001. 
Under the law, offenders of sexual crime against children aged 18 and below 
could face an imprisonment for up to 20 years and is liable to whipping, and 
those found making, possessing and distributing child pornography could be 
jailed up to 30 years and six strokes of the cane, as well as fine of up to RM5,000, 
if found withholding information on sexual crimes against children. 10

 

 
3 – Notable Areas for Reaching the Minimum Protective Frameworks 
Child pornography is an issue which can be related to the competence of states. 
Therefore it is necessary to create the basis for the application of the protection 
of children. 
3 -1 Necessity to Adopt Systematic Laws 
Child pornography is one of those crimes which has various forms. This 
variation also exists among the perpetrators. This results in different elements in 
various countries with various legislations to be linked with each other. 
Differences in legislative systems affect how children are protected. These 
differences result in children’s conditions in various countries not to have a 
good balance. Under these conditions 
if different actors get attached to 
overreaching legal system of which they 
have no awareness of, will seriously be 
hurt. 
Differences between national laws, are 
not good in this environment and strongly 
require coordination and synchronisation 
of sensitive laws so that law application 
guarantees become practical. The 
synchronisation of laws is a complex 
subject which faces various challenges 
and for its acceptance it depends on 
various factors such as the level of 
regulations, nature of the subject, the 

The legislation of international 
law in this direction takes place 
through the implementation 
of minimum standards and or 
protective laws, particularly with 
a stress on human rights 

ability and power of member states. Furthermore, in some instances states do 
not have much inclination to adopt foreign legal principles and this is tied to 
their priorities. Legal values implementation of matters and the importance of 
the principles being traditional and other factors affect this acceptance. Thus, 
most international organizations must try to find a middle ground between 
international laws and the variations in the domestic laws of states. 
The legislation of international law in this direction takes place through the 
implementation of minimum standards and or protective laws, particularly with a 
stress on human rights. And the assumption is that these laws are the prerequisite 
for the implementation of protection. To this aim, the foreseeing of regulations 
and the practical use of the law has a determining role and international 
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public and legal information 
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organizations can take control of the 
management of the conditions. 
٢-٣ Attention to the Role of NGOs 
alongside Traditional Actors 
The differences in countries in the 
technological, cultural and judicial system 
areas requires the participation of public 
and governmental institutions with NGOs 
active in the field of human rights and 
children’s rights so that the fight against 
pornography system in the international 
law system be proposed in the form of  a 
general and global objective. In this 
environment, NGOs introduce their 
objectives, activities and functions in the 
communications world, and through this 
path they do culture building, introduce, 
draw membership, partnership and raise 
funds. This process results in the creation 
of vast social networks in countries with 
different cultural levels and facilities, and 
defines new relations. In this environment 

each individual – regardless of whether the crime has been defined in his or her 
country’s domestic laws – can become a rapporteur of human rights violation 
cases in his or her own community and through a simple uploading of images, 
get the information across the world. 
Lack of proper education, public and legal information dissemination, alongside 
the existence of taboos and cultural problems and fear of shame and disgrace 
particularly in Third World countries, are some of the biggest problems in the 
fight against child pornography. These problems are not limited to specific 
groups. Children and adults must be sensitised and be aware of the subject in 
various ways alongside each other. Although the resolving of such issues does 
not necessary mean the solution to these abuses, but active NGOs can through 
campaigns on these issues can set notable policy settings towards the restriction 
of these measures. Meanwhile, NGOs can put technology against technology 
and in the first play utilise communication tools to establish links and then 
through the creation of a new and suitable public space for the fight against 
child pornography cause changes and or expand existing norms. 
In this cycle three overall groups of public opinion, governmental and 
international bodies supervise the policy setting process (Fox, Ward, O’Rourke 
2006, 316). In this environment NGOs must pay attention to a new concept of 
technology management in various sectors, which not only is a solution to the 
management of various subjects, but also manage the most of the government’s 
links with citizens and other actors. This way domestic and international actors 



can through drawing the trust of public opinion to strengthen the norms that they 
pursue to reach the objective (Alguliyev, Yusifov, 2017, 8). 

 
Conclusion 
The international formulation process is in a way that it is mixed with the 
implementation of the minimum of laws and in this structure, both groups   of 
national and international regulations play a key role. The international 
community needs to disseminate information on the subject of pornography 
and its repercussions in a vast and continued general way. Also from the legal 
aspects states must adopt tough laws and must try with the help of NGOs active 
in the field of human rights, raise public awareness and ask the general public 
to cooperate with them. Furthermore, in view of the fact that in this day and 
age we live in an interlinked world, international cooperations must expand in 
this regard. Governments must use any methods available such as setting 
heavy cash fines and even imprisonment sentences for perpetrators and child 
abusers. Governments must adopt laws that carry implementation guarantees 
and in practice block all paths and also consider ways for further investigations. 
Alongside such measures, there must be educational and cultural programmes 
for all of society groups. With regards to the promotion of these programmes, 
relevant NGOs can through identifying vulnerable countries, provide assistance 
to other actors active in the field. This level of diverse action by actors in various 
levels of the international community will result in the turning of the subject 
into a public discourse. When this happens, we can be hopeful that serious steps 
have been taken in the first place towards in the reduction of the crime and 
thereafter its elimination. 
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